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                                                                                1 1. Cloud Costs Questions a. Are there any better ways for us to predict / manage our transfer costs than what we discussed in the meeting today? [DSB] There is currently no methodology with AWS to purchase down to a lower outbound transfer cost in the way you can with RIs and EC2. The primary solution to handle the concern of network cost overages is to implement tight controls and monitoring on the Direct Connect usage throughout the month. With this in place, DSB Consulting can provide detailed usage reporting and set thresholds for monthly usage that will notify our support team when they are crossed so that the business can make appropriate decisions on any remediation action to be taken. 2. Security a. What encryption approach are you proposing? [DSB] The current platform design does not implement any encryption at rest for content that has been ingested to MediaCenter. This is due to the fact that all working storage, transitional storage and archive storage are fully secured from public Internet access via integration with Sony IDM as well being logically inaccessible directly from the Internet. Any content that may be served from the Cloudfront CDN (future phases) will use short lived signed URLs that only allow access to an authenticated user for a specified amount of time before it becomes invalid. In terms of transport in and out of AWS, Aspera will be utilized and encrypts all content during transfer. If a specific requirement arises to encrypt content at rest, we will leverage the S3 encryption at rest service offering from AWS to manage this. With this service, AWS handles all key management within their service to greatly simplify the implementation and operations of the encryption layer for MediaCenter. b. How much of your solution is exposed to the internet? If so: [DSB] Components that are publically available (i.e. all ports inbound from /0): i. MediaCenter Manager UI (HTML 5/javascript) ii. MediaCenter Manager server components (NodeJS) iii. Aspera Transfer Nodes (fasp transfer protocol) iv. All other interfaces will be authenticated and controlled by either direct Sony IDM integration or using standard AWS security mechanisms like S3 bucket policies, IAM security policies and VPCs (Virtual Private Datacenters). v. For the components that are, what is your intrusion detection, firewall, and virus scanning solution look like? [DSB] As mentioned above, the only publicly accessible endpoints on the MediaCenter platform will be the MediaCenter Manager and Aspera. The MediaCenter Manager is a pure HTML5/JS web client and will be hosted
                                            










                                            2 directly from an S3 bucket. Because the web serving capabilities are provided by S3, the overall security of this web serving tier is extremely secure since it doesn t provide any dynamic or interpreted language support that are typically used to compromise web servers. Additionally, it should be mentioned here that all non public EC2 resources (i.e. Vidispine, transcoders, etc.) will be deployed into a secure VPC (virtual private cloud) within the EC2 compute cloud. This allows all private resources to live on a private/internal network segment and only access public resources via a web proxy and over SSL. In addition, standard AWS security mechanisms available in a VPC will be employed such as Security Groups and Network ACLs. these will allow easy management of specifically which EC2 resources can access specific storage resources, etc.   vi. Will you be able to support the requirement of continuous vulnerability testing [DSB] We need a bit more detail on this to provide a full answer. We infer this to mean that vulnerability scans can occur at any time. Other than specific SLA around response/resolution time for any vulnerabilities found, what additional support would you require/expect from DSB Consulting to satisfy this requirement? c. What are your timelines/sla s for addressing security vulnerabilities (SW/Cloud stack)? SPE s requirement is 24 hours for P5 and 7 days for P4 [DSB] From AWS: In addition to monitoring regular vulnerability scans are performed on the host operating system, web application, and databases in the AWS environment using a variety of tools. Also, AWS Security teams subscribe to news feeds for applicable vendor flaws and proactively monitor vendors websites and other relevant outlets for new patches. This is a part of our SOC1 audit. Please refer to AWS Security whitepaper for additional information:   Regarding DSB Consulting and any custom components we are managing, we will comply with the standard Sony policy for addressing security vulnerabilities in a timely fashion. 3. Why AWS / Why Cloud a. How much hybrid are you proposing? What are the local HW requirements, cost and support approach for those servers? [DSB] The primary area that will leverage a hybrid model is around NLE integration and full craft editing. Due to the requirements of this process from a storage and bandwidth perspective, a local instance of Cantemo will be leveraged at any region requiring full NLE integration. This hardware will be sized according
                                            

                                            3 to the specific needs of that region and will be as self contained as possible (i.e. only storage required to meet the needs of the local content being edited with light content retention requirements). All local hardware will be procured and support in conjunction with an appropriate local partner and managed jointly with Sony Networks IT. b. Are we tying ourselves a bit in the cloud if we want to move it? How is this better or worse than making a change from our own kit? [DSB] Although the MediaCenter cloud architecture is leveraging many native AWS services, all of them are built using either readily available technologies that can be run on premise or encapsulate industry standard functionality (ex. Simple Workflow Framework, Simple  Service) that can be migrated out of the cloud at any point in time with proper planning and accommodations for any production workflows that are being serviced in the cloud environment at the time of migration. 4. Vidispine, Cantemo, and Media Portal a. What type of agreements does he have with Cantemo and Vidispine. What does support and downtime look like? (Sony, Vidispine & Cantemo) [DSB] DSB Consulting is the primary support partner for Vidispine in the US and has direct and longstanding relationships with all senior executives at the company. We also have good relationships in place with Cantemo, but this solution will be deployed in a fairly standard configuration so no additional (outside of the standard provided support) should be required in this instance. Our AWS engineering team has years of experience with operating Vidispine in the cloud including patch/upgrade installation and full upgrades. 5. Infrastructure a. Regards connectivity, there are no doubt multiple ways of connecting up SPE s private network to AWS cloud services. Also, we must also ensure connectivity to our external partners (e.g. those that drop content via Aspera). What would AWS propose to achieve that? [DSB] All ingest will likely occur using existing Internet connectivity from the various external partners that Sony works with today. The Aspera ingest tier will be available to accelerate these inbound transfers to utilize all available network resources up to 800Mbps per individual Aspera transfer node. The solution architecture will also implement multiple Aspera nodes on both ingress and egress to increase the aggregate amount of bandwidth that MediaCenter can accept or distribute at any given point in time. 6. Implementation a. Need to better understand how latency will be handled. How much of the workflow will be replicated locally? [DSB] Only content that requires full craft editing will be moved locally to where
                                            

                                            4 the editing suite is. All other content will remain in the cloud. b. What will implementation look like? (Plan/Schedule) [DSB] Phase 1 estimate = 3 4 months Phase 2 estimate = 3 4 months c. How would we deal with multiple storage pools? Are we looking at multiple Vidispine instances? [DSB] Vidispine will manage all storages (ex. working storage, S3 storage, reduced redundancy S3 (if required), Glacier). Within the cloud deployment, there will be a single logical Vidispine instance. Locally (per 6.a), there will be a second Vidispine instance powering Cantemo for NLE integration purposes. The workflow and Aspera services will manage the movement of content between the cloud environment and local cache for editing. Once editing is completed, Vidispine metadata triggers will tell the workflow framework to initiate the transfer of the final edited asset back to the cloud. d. Who are the resources for our project work? [DSB] DSB will assign a dedicated project manager for the overall project who will work with DSB development, DSB AWS engineering and Vidispine development teams respectively. During the build phase, DSB will also increase our offshore AWS engineering/support team to meet the project requirements as well as identify an onshore ops manager for the overall project. e. What kind of training do you plan to provide for your solution? [DSB] DSB Consulting will provide an initial on site training session for the UK team. Also, any subsequent support issues/questions can be services through the online helpdesk at any time. 7. About DSB and Ongoing Support a. What kind of local support would we get? If none, then how does the UK client achieve a more locally supported experience? [DSB] DSB 24/7 support and operations team will be available as the front line for any and all support/operations issues and questions. DSB will work with a local services integrator to account for support issues specific to any locally deployed hardware/sofware (i.e. local Cantemo instance). b. What are all of your SLA s (comprehensive list) [DSB] MediaCenter core services will support the same level of uptime SLA provided by the AWS services they are running upon. This will NOT include any planned outages that are scheduled with the business for any maintenance or code releases that cannot be done without causing downtime. c. What kind of escrow agreements / back up would exists if any of the suppliers decide not to provide further support for their software? (including DSB) [DSB] All licensed software will provide for a Sony funded software escrow service. All custom built software will also comply with this software escrow procedure to ensure that Sony has direct access to all source code for all components used to build the overall solution in the situation where any vendor
                                            

                                            5 ceases to provide an acceptable level of ongoing support. d. How will AWS meet the Change Control requirements for SPE? (e.g. S3 has 99.95% uptime SLA, presumably to account for planned maintenance activities they need to carry out. How flexible are they in adjusting these activities to conform with what we need) [DSB] We need to better understand the motivation for this question to fully comment. For example, standard retry logic for any components accessing S3 should account for any momentary loss of availability to the specific endpoint that the application is calling on S3.
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