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                                                                                1 Web Security Enterprise Security ID Verification Services Signing Services Securing Adobe PDFs Adobe - Certified Document Services Registration Authority (RA) Training
2 Introduction to CDS Certified Document Services (CDS) allows authors to create Adobe Portable Document Format (PDF) documents that clearly certify to recipients that the author s identity has been verified by a trusted organization and that the document has not been altered. 2
3 True Credentials for Adobe Certified Document Services Overview 3
4 Certified Document Services Features and Benefits Streamline manual processes Better accuracy More productivity Time and money savings on printing and shipping Easy document life cycle management Improve collaboration across parties Trust in information exchanged Free and easy adoption for document recipients Enhance organization differentiation Faster, better and more secure offers to customers More professionalism in outbound communications 4
5 Business Needs Content security in open community Authenticity of author Integrity of content Privacy of content Invoices, POs, contracts, collaboration documents Internet partners Account statements, newsletters, proposals customers Organization authority Press releases, annual reports, prospectuses Regulatory compliance Efficiency less time and resources Competitiveness more differentiation public 5
6 Solution - Certified Document Services Who signed the document Author validation by trusted 3 rd party Proof of intent Whether the content is intact Integrity check for tamper proof Encryption When the document is signed Revision control with timestamp Expiration management life of document Revocation Legal validity, auditing Streamlining manual processes Time and resource savings Differentiated secure communications Content security in open community Regulatory compliance Efficiency Competitiveness 6
7 Verification liability CDS Reducing Risk Author identity verified by trusted 3rd party, GeoTrust Content integrity signed by author Certificate validation checked real-time when PDF is viewed Watermark and seal for authenticity Certification VALID Validity of author NOT confirmed Certification INVALID 7
8 Where CDS can Reduce Risk Authors Documents Industries Human Resource Employee profiles Benefit enrollment and modifications Sales Customer quotes and proposals All Marketing Press releases, newsletters All Legal Privacy statements, contracts, warranty All Customer Service Account statements, product safety notices, customer bulletins Finance Invoices, purchase orders All Engineering / design Designs, architecture drawings, specifications All All All Registrar Public authority Transcripts, diplomas Citizen bulletins Education Government 8
9 True Credentials for Adobe Registration Authority (RA) Training 9
10 True Credentials for Adobe Acrobat An Enterprise Service providing the full life-cycle management capabilities for CDS certificates issued to Organization s End Users Designated Administrators will perform Registration Authority (RA) duties Issue certificates Revoke certificates Run reports Token Provisioning Support In accordance with the TC for Adobe Enrollment Agreement & CPS A special Administrator Token will be issued to each RA Includes a Pre-loaded True Credentials Administrator Certificate Required to securely client authenticate to the True Credentials Portal Is NOT intended for Certified Document Services Signing Utilizes the same Token and Token Driver software 10
11 Set-up Designated RAs identified on TC for Adobe Enrollment Agreement Pass-phrases for protecting pre-loaded Admin tokens will provided in the agreement Kit will be delivered to Organizational Representative Blank End User tokens default pass-phrases set to PASSWORD Pre-loaded Administrator (Registration Authority) tokens Administrator Guide End User Guide Link to Drivers How to sign an Acrobat 7.0 generated PDF (we have the procedure for 6.0 too) 11
12 You may modify  s Messages Although they are preconfigured with the first RAs  address and generic applicable text Configuring Your Service 12
13 Invitation  can be modified to: Include add l cc s Reply to Subject Header Subject Body (except substitution variable) Example 13
14 Registering an End User for a CDS certificate Provide Blank Token Provide End User guide Exchange shared secret (PIN) Register end user at the True Credentials for Adobe Administrator portal   om/tcadmin/rastart.do 14
15 Review Registration information 15
16 Invitation  to End User 16
17 Enrollment 17
18 See CDS end user guide for remaining steps 18
19 You can change enrollment information as long as the certificate hasn t been generated Great of end user support PIN verification  verification Delivery status Query by reg. and Date Easy search and modification Can cancel enrollment if certificate hasn t been picked up Download reports into csv, excel, xml format Reports Enrollment Details 19
20 Enrollment details continued Cancel View/Edit Resend  Canceling adds certificates back to your count 20
21 Enrollment details continued Download rpts 21
22 View and download Certificate information Query by DN and Date Easy search and Revoke Download public certificate for posting to directory Download reports into csv, excel, xml format Reports Certificate Details 22
23 View and download Certificate information Reports Certificate Details 23
24 Web Security Enterprise Security ID Verification Services Signing Services Thank You!
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        PKI Tutorial Jim Kleinsteiber February 6, 2002 Page 1 Outline Public Key Cryptography Refresher Course Public / Private Key Pair Public-Key Is it really yours? Digital Certificate Certificate Authority    
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        Security FAQs (Frequently Asked Questions) for Xerox Remote Print Services February 30, 2012  2012 Xerox Corporation. All rights reserved. Xerox and Xerox and Design are trademarks of Xerox Corporation    
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        Storefront Users Manual Quick Start Settings Your shopping cart is pre-configured with default values suitable for most businesses. In most cases, you only need to configure the settings below to start    
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        \ Online Bill Pay User Manual Updated: November 14, 2014 Page 1 Table of Contents I. Welcome to Online Bill Pay... 3 II. New User Registration... 4 III. Login for Registered Users... 7 IV. Home Page Functionality...    
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        Online Timesheets Guide for Contractors Table Of Contents 1. Welcome To Online Timesheets Page 2 2. Email Activation Page 2 3. Logging Onto The Online Timesheet Portal Page 2 4. Online Timesheet Portal    
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        Guide for Setting Up Your Multi-Factor Authentication Account and Using Multi-Factor Authentication Mobile App Activation Before you can activate the mobile app you must download it. You can have up to    
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        Tools to Aid in 21 CFR Part 11 Compliance with EZChrom Elite Chromatography Data System White Paper By Frank Tontala Agilent Technologies Software & Informatics Life Sciences & Chemical Analysis Group    
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        SECURE Email User Guide Receiving SECURE Email from Starion Financial Starion Financial is now offering an enhanced email encryption tool, IronPort PXE, which enables the email communication of sensitive    
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        SEZ SEZ Online Manual Digital Signature Certficate [DSC] V Version 1.2 Table of Contents 1 Introduction...2 2 Procurement of DSC...3 3 Installation of DSC...4 4 Procedure for entering the DSC details of    
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        February 11, 2016 Instructions Version 2 Table of Contents Secure Email Upgrade... 3 Receiving Secure Email... 3 Viewing Past Secure Emails... 3 One-Time Registration... 4 Registration Screen... 5 Viewing    
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        PKI Adoption Case Study (for the OASIS PKIA TC) ClinPhone Complies with FDA Regulations Using PKIbased Digital Signatures PKI Project Title Digital Signatures for ClinPhone Organisation concerned ClinPhone    
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        Getting Started with StoreGrid Cloud This document describes the steps to quickly sign up and start backing up your data to StoreGrid Cloud. I. Signing Up 1. Go to http://storegridcloud.vembu.com and select    

    
        More information 
    




    
        Symantec Backup Exec 2010 R2. Quick Installation Guide
    

    
        
        Symantec Backup Exec 2010 R2 Quick Installation Guide 20047221 The software described in this book is furnished under a license agreement and may be used only in accordance with the terms of the agreement.    
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        Digital Signature Certificate Online Enrollment Guide using etoken C O N T A C T U S helpdesk@tcs-ca.tcs.com http://www.tcs-ca.tcs.com 1. A B O U T T H E D O C U M E N T This document describes the procedure    
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        FedEx Billing Online PDF Help Guide Credit Card Customers Table of Contents Introduction... 2 Logging In/Your Account Summary... 3 Viewing... 4 Disputing... 8 Searching... 9 Downloading... 11 Managing    
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        Vendor Solutions Gateway Vendor Registration User Guide Because of increasing regulatory requirements within the business environment, a new business requirement is being implemented for all supply partners    
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        COMMUNICATING ELECTRONICALLY WITH CUSTOMS This fact sheet deals with communicating electronically with Customs via the Integrated Cargo System (ICS). The main elements covered by this fact sheet are: communication    
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